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OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

WASHINGTON, DC 20301-3040

MAY 26 1993 .

COMMAND, CONTROL.,
COMMUNICATIONS
AND INTELLIGENCE

MEMORANDUM FOR DIRECTOR, DEFENSE RESEARCH AND ENGINEERING

ASSISTANT SECRETARY OF DEFENSE (FORCE MANAGEMENT
AND PERSCNNEL)

ASSISTANT SECRETARY OF DEFENSE (HEALTH AFFAIRS)

ASSISTANT SECRETARY OF DEFENSE (PRODUCTION AND
LOGISTICS)

ASSISTANT SECRETARY OF DEFENSE (PROGRAM ANALYSIS
AND EVALUATION)

ASSISTANT SECRETARY OF DEFENSE (PUBLIC AFFAIRS)

ASSISTANT SECRETARY OF DEFENSE (RESERVE AFFAIRS)

COMPTROLLER

GENERAL COUNSEL

ASSISTANT SECRETARY OF THE NAVY (RESEARCH,
DEVELOPMENT AND ACQUISITION)

DIRECTOR OF ADMINISTRATION AND MANAGEMENT

PRINCIPAL DEPUTY UNDER SECRETARY OF DEFENSE
(STRATEGY AND RESOURCES), O0USD (POLICY)

DIRECTOR OF INFORMATION SYSTEMS FOR COMMAND, CON-
TROL, COMMUNICATIONS AND COMPUTERS, ARMY

DEPUTY ASSISTANT SECRETARY OF THE AIR FORCE
(COMMUNICATIONS, COMPUTERS AND LOGISTICS)

DIRECTOR FOR COMMAND, CONTROL, COMMUNICATIONS, AND
COMPUTERS (J6), JOINT STAFF

DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY

DIRECTOR, DEFENSE LOGISTICS AGENCY

SUBJECT: Defense Management Report Decision (DMRD) ‘918 Reference
Document

In a memorandum dated May 7, 1993, the Deputy Secretary of
Defense expressed full commitment to the improvements, efficien-
cies and productivity gains of DMRD 918. However, pending
further review and study, he placed plarning and implementation

~actions on hold in procurement, communications and engineering
(less the Defense Information Systems Network (DISN)), Central
Design Activities, and Stage IiI. Other implemcntation activities
such as Data Processing Installation consolidations, DISN con-
solidations, and Standards activities will be transferred as
originally planned.

To assist in open deliberations on DMRD 918, attached for
your information is a paper titled "Rationale for Defense Manage-
ment Report Decision (DMRD) 918." This paper embodies the
underlying rationale, concept of operations, strategy and phi-
losophy used during the DMRD’s development last summer. It is
provided for your use as a reference only. It reflects eighteen
months of benchmarking industry experience, modeling "information
services utility" functions and other research which led to the
developiient of the original DMRD approved on September 15, 1992.




! It is the historical baseline or "start point" of the DMRD.

' Changes to this strategy have already occcurred during deveiopment
of the implementation plan and additional changes are likely to
occur based on the May 7, 1993 memorandum. Copies of the "Ratio-
nale for Defense Management Report Decision (DMRD) 918" will be
available from the Defense Technical Information Center by
calling 1-800-CAL-DTIC in the mid-June timeframe.

The hard work and tireless effort of those involved with the
planning for the implementation of DMRD 918 is appreciated. Of
1 utmost importance is the patience and professionalism of those
individuals currently under operational control of the Defense
Information Systems Agency. Your continued support during this
review periocd is very much appreciated.

C fCniiadd -
Cynthia Kendall
Deputy Assistant Secretary of Defense
(Information Systems)

Attachment

Accesion For T T
b [~ -

NTIS CRaal ) ai
| DTIC TAB
Unannounced (]
Justitication
By
| Mistribution f
4 QU ; m‘ﬁflﬁdu"fuu ] Availability Codes
| LDZ'IC ALITY U e
: Avail gnd | or
? Cist Svectal
| B




DEFENSE
INFORMATION INFRASTRUCTURE:

RATIONALE
FOR
DEFENSE MANAGEMENT REPORT DECISION 918

September 1992




DEFENSE INFORMATION INFRASTRUCTURE

SEPTEMBER 1992
. TABLE OF CONTENTS
| I Foreword . . . .. @i i it it i i e e e e 1
| I.. TheConcept . . ........... e e e e e e e e e e e e e e e 2
: III. Defense Information Infrastructure Operations . . . . . . .. ... .. ... 6
IV. Implementaton Strategies . . . . . .. .. ¢ v vttt i e i 13
V. Financing STategies . . . . v v v ¢ v v e v v v o b e e e e e e 24
A
|
|
|
|
|
|
!
|
|
‘ i
L:




. FOREWORD

The Deputy Secretary of Defense approved Defense Management Report Decision
(DMRD) 918, "Defense Information Infrastructure,” on September 15, 1992, The objective of
this DMRD is to establish an information infrastucture which provides a seamless, transparent,
and protected end-to-end information transfer capability. This capability will: (1) revolutionize
information exchange, defense-wide, (2) strengthen the DoD’s ability to apply compuiing,
communications, and information management capabilities to the accomplishment of the
Department’s mission, and (3) minimize information technology burdens on operational and
functional staffs. Successful implementation will enable operational and functional staffs to
access, share, and exchange information worldwide with minimal knowledge of communication
and computing technologies.

This paper describes the overall Defense information infrastructure (DII) and its role in
support of joint operations. It defines those sub-elements of the infrastructure for which the the
Defense Information Systems Agency (DISA) would have management responsibility (as
envisioned in the development of the original DMRD), including a description of how the DISA
could operate and finance these funciions. It outlines a potential sequence of actions to
implement an information infrastructure that better supports our joint and combined forces.

This approach is based on best practices of world class organizations that have imple-
inented similar capabilitics. It has been adjusted to reflect the differences in the DoD, and to
take advantage of ongoing information technology management initiatives.




II. THE CONCEPT

Automation, advanced electronics, worldwide communications, and modern sensors
rrovide a quantum improvement in the efficiency with which force can be applied on the
battlefield. Application of these technologies has vastly increased the amount of information
needed to run any mwilitary operation, and made information management pivotal to managing
the employment of military force. In modern war, the flow of information from our support
functions is so essential that it must be integrated into the same information domai- as the
command, control, computing, communications, and intelligence (C4I) functions. C4I assets can
no longer be viewed as separate srograms and systems that are partitioned along the historical
lines of strategic command and control, tactical command and control, defense-wide systems,
intelligence, and business. Interoperability between command and control, intelligence, and
business systems has become a mandatory requirement.

Although the DoD emphasizes technological sophistication, and spends over $20 billion
each year on information technology, there is a persistent inability to protect, exchange, and
combine critical information smong command and control, intelligence, combat support,
simulation and training, and business systems. The solution to these deficiencies is for the DoD
to establish an information infrastructure! which is capable of supporting collection, generation,
storage, display, and disseminration of information, Department-wide. The infrastructure should
encompass end-to-end con'munications from wide area to Jocal base level, tactical, and strategic
connectivity; and data processing services for regiotial, local, and tactical requirements. It
should support all military activities, whether in garrison during peacetime, mobilized in rapid
deployment, o~ deployed in sustained wav operations. The fixed, primary infrastructure should
include the following elements:

(1) Long-haul and local communications backbone with networking and routing based on
information content and management (determined by the user).

(2) Communications gateways for extensions beyond the primary infrastructure (e.g., to
theater and tactical forces).

(3) Automated processing accessible to remote users through the communications
neiwork.

(4) Consolidated C4I support with integrated common-user functional areas (e.g.,
intelligence processing, meteorology, wide-area surveillance processing).

1 The Defense info iration infrastructure is defined as the worldwide aggregation of ail
mobile and fixed DoD information systems, including sensors, data entry devices,
communication networks, computer resources, facilities, and operational and support staff
which are organized to provide protection, coilection, generation, storage, display, and
dissemination of information to the DoD.




(5) Facilities to support commanders and staffs at echelons above the tactical commands
and to host consolidaied C4I support centers.

(6) A well-defined set of functions, information, and prccessing that is easily accessible
by deployed forces in any theater or region. It should allow rapid, efficient flow of
information from national or regional sources directly to the warfighters as they need it.

(7) A regional orientation toward capabilities that are most important for each zrea of
operations with an inherent ability to focus additional national resources into the region as
needed.

Under this concept, the Assistant Secretary of Defense (Command, Control, Communica-
tions, and Intelligence) envisions an information infrastructure that is transpareat to its users,
improves reliability and service at lower costs, facilitates full implementation of corporate
information management2 principles, and responds to national security and defense needs in an
efficient and effective manner. To achieve seamless, transparent support down to a mobile
tactical element, deployed assets will be light in weight, small in cube, and able to interconnect
with the primary infrastructure from anywhere in the world, i.e., a "plug and play" C4I structure.
Information will flow smoothly without having to first solve compatibility and intcroperability
problems. (Figures 1 and 2 depict this information flow from a geographic and joint task force
commander’s perspectives, respectively.) Fixed and mobile C4I structures will be configured to
move information without regard to organization or Service boundaries. The DoD will be able
to focus on the information which it must generate, store, move, and protect. Further, as the
vital resource of modern warfare, information wili be protected commensurate with its intended
use. Information systems will be choice targets, and we will need to minimize their vulnerability
to hostile action.

Implementation of a C4 architecture that supports joint and combined operations will be
done in stages which build on today’s computing and communications foundaton. The DoD
will progressively integrate technologies and applications, worldwide, with emphasis on central
management to achieve balanced solutions. Aa integrated, centrally managed infrastructure is
the means to lessen information processing and transmission costs, reduce the number of
information technology (I'T) personnel, and streamline delivery time for IT products and
services. Ultimately, the DoD’s warfighting capability will improve through the increased
availability of information that is needed o defeat adversaries. The right information will be
availabie when and where it can be applied with success. Further, information will be "pulied"
as needed, not just "pushed"” out to overload recipients. Accomplishment of this goal will allow
the Department to retain a decisive military advantage even as we reduce dramatically in size.

2 Corporate information management (CIM) is the Department’s program to streamline its
business, command and control, and intelligence processes, and evolve to standard
applications systems. Key elements of CIM are s.andard business process re-engineering
using the Integrated Definition tool; functional economic analysis techniques; data
element and data management standardization programs; development of data, applica- -
tion, and infrastructure technical architectures; an application code repository program;
and an Integrated Computer Assisted Software Engineering specification and acquisition
program.
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III. DEFENSE INFORMATION INFRASTRUCTURE
OPERATIONS

The DISA, as central manager of the Defense information infrastructure, will manage the
DoD communications support networks requiring systems integration (e.g., interfaces with
defense communicaticn systems) including local access switches, network control centers,
central data processing operations, and software development for all applications managed under
the corporate information management initiative. The DISA’s responsibilities will encompass:
(1) application of information systems security, (2) development, specification, certification, and
enforcement of IT standards, (3) network management, engineering, design, and control of long
haul, regional communications, and base level communications, (4) operation of long haul
networks, (5) management and operations of DPIs and CDAs for support systems activities, (6)
acquisition of IT components and services that require integration. Figure 3 provides additional
detail on the scope of the DISA’s responsibilities.

The following areas are exciuded from the DISA’s resource management: (1) command,
control and communication systems that are integrally designed into weapon systems, are unique
to and usually delivered with, or as part of an aircraft, missile complex, ship, van, etc., the costs
of which normally are included in the cost of weapon systems; (2) IT resources dedicated to
support strategic and tactical command, control, and intelligence missions, and wargaming.
Although these categories are excluded for resource management purposes, they remain subject
to the DISA’s IT standards. In addition, local operations of computing (to include locai
switches, applications servers, local area networks and distributed office automation systems)
may remain with Defense Components, subject to local option. The DISA will have authority to
direct and control the technical specifications of these assets consistent with their technology
management of the information infrastructure. Also, the Defense Components may serve local
commanders’ ad hoc needs for unique queries and reports. The Components will not have
authority to create any new data elements for transmission into the local gateway or to make any
modifications to corporate information management applications which would encumber the
DISA’; overall configuration management and control.

This approach invests the DISA with the central control and authority to implement a
homogenecus, protected, quality defense information infrastructure. Operational and functional
staffs will have a single DISA technical point of contact that can obtain for them the skills and
corporate knowledge required to resolve complex computing and communication problems.
This "one stop shopping" approach will reduce significantly the IT burdens on functionai staffs,
and enable them to access, share, and exchange information worldwide with minimal knowledge
of communication and computing technologies. This approach will improve coordination and
management across disciplines, and take full advantage of economies of scale where consolida-
tion of functions can satisfy requirements for IT goods and services.
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The DISA wiil be the focal point within the Department for the following capabilities:

1. IT equipment and software acquisition (reuse, recondition, new sysiem acquisition -
{ease or buy).

2. Information processing, system design, analysis, and programming services, and
systems integration.

3. Communication services to include adapiive central netwerk management and control,
network design, sngineering, and systems integration.

4. On-line directorics of DoD organizations and personnel.
S. Integrated Computer Assisted Software Engineering tool set for systems developers.

6. Central Irnowledge repository to support businsss process imprivement ta include:

a. Key business process, data, and activity cost models;

b. Information about IT systems (both IT equipment and applications with
resources !inked to the Planning, Programming, Budget, and Execution System and
business processes);

¢. Information about IT suppliers and their products;
d. Directory of other on-lire databases;

¢. Applicable standards and specifications;

f. Bestindustry and govermnment business practices;

g. Standard cost information o assist functional economic analysis development;
and

h. On-line catalog of thc DISA services.

Customer business units (CBUs) within the DISA will serve as the primary point of
¢ tact for customers; key among these are :he Principal Staft Assistants (PSAs)3, Figure 4
crpicts this relationship. Each CBU will have customers -- PSAs, DoD Components, and
commanders-in-chief of the unified and specified commands -- for which it is dedicated to
providing IT services and products under a service level agreement. The DISA will assess and
report performance and customer satisfaction against these negotiated agreements. The DISA
will broker incoming IT work to the most capable, high performing suppliers; thereby, allowing
cristomers to move to sources that ¢ i supply services most effectively, and at the lowest cost.

3 To ensure accountability, the PSAs will have input into the CBU pex ‘ormance appraisals.
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The suppliers will include DoD IT activities (c.g., data processing installations, central design
activities, etc.), other government agencies, and commercial vendors.

A typical transaction will involve a customer develoving a functional economic analysis
for a requirement using the DISA’s supplier catalogues and business process model repositories.
Once the requirement is approved by the appropriate PSA and funded, it will be provided vo the
CBU for enginecring of alternative technical solutions. Alternatives will be negotiated with the
customet, and agreements documented in a service level agrecment. Products and services will
be delivered in accordance with the tenins of the agieerments or the provider will incur
performance penalties for those periods when the level of services does not mect stipulated
standards. Figures 5 and 6 provide examples of the interplay amongst various functions within
the DISA when supporting a customer and un infrastructure requ.rement.
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IV. IMPLEMENTATION STRATEGIES

There are a number of private sector companies that are similar to the Department in that
they are highly complex organizations with a multinational presence, deploying large numbers
of personnel and considerable resources. Also like the Department, many of these companies
were faced with slow death from fractionated and incomplete development, operation, and
support of their communications, computing, and information management services. Many of
them would not be in business today if they had not consolidated and centralized their IT
resources. :

The lessons learned from these companies, with their many similaritics to the DoD, form
the basis for the implementation strategy presented in this chapter. Thus, the strategy is based
on actual practices, not merely theory. These practices were analyzed to determine what worked
best for industry. Then, they were adapted to adjust for unique DoD requirements such as secure
interoperability, the sheer size and complexity of operations, ongoing IT management initiatives,
and legislation. Implementation in a government environment presents special challenges.
These challenges required some modification to the strategy, but enough similarities existed to
avoid wholesale revision or substitution. Examples of specific adjustments include exclusion of
command, control, intelligence, and tactical communiczations areas for centralization; slowing
the pace of implementation; and allowing considerable additional time to reach the break-even
point by lowering the rate of savings and increasing the level of investments.

Companies which established world class information management organizations went
through a standard process?. There are two parts to this process. First, management establishes
control over the information infrastructure, to include how it is managed and used. Second, the
effectiveness and efficiency of the infrastructure is improved. Within these parts, the sequencing
of steps are critical fo the successful cevelopment of a fully integrated computing and
communications infrastructure. These steps are portrayed in Figure 7. The remainder of this
chapter presents a description of these steps.

A. Management Control - Part 1

As the first step in an undertaking of this magnitude, comprehensive planning activities
must occur at all levels. All activities taken together must answer the questions -- Are we doing
the right thing, and are we doing things right? Planuing activities must concentrate on the
customer, and include an analysis of future demands for information infrastructure services.
This business process analysis must precede any discussions about information technology

4 These companies were identified in discussions with ADAPSO, CAM-], and over 50 of-
the top information management organizations of the world. They ir-lude companies
such as EDS, Boeing, General Dynamics, GTE, CSC, CITICORP, and the Hasris
Corporation.
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strategies. The uncompromising analysis and discussion of what the customer needs and how
the proposed activities will satisfy them, at every stage of development, should be an essential
characteristic of these planning activities.

Well-defined implementation procedures and processes, based on strategic planning and
measurable quality objectives, must be in place before beginning to apply technical solutions.
Extensive planning and analysis has been completed over the past twenty four months, and the
DISA should build upon these earlier efforts (e.g., the Defense Information System Network
strategic plan, the Command and Control Functional Analysis and Consolidation Review Panel
Report, and the Joint Chiefs of Staff "C4I for the Warrior" concept).

A strong management and technical team is also essential. In addition to planning and
implementation responsibilities, this team should be given the responsibility for ensuring the
implementation plan and its goals are disseminated, understood, and supported by all levels
within the Department. This information infrastructure concept is a radical departure from the
traditional approaches taken for the collection, generation, storage, display and dissemination of
information within DoD. A massive cffort, using all media with a wide dissemination, is
required to make people within the DoD and industry aware of these changes and their
advantages.

After initial planning, the DISA should establish basic control mechanisms to successfully
function as central manager of the Defense information infrastructure. These controls are crucial
to the DISA’s implementation of a protected end-to-end information transfer capability.
Industry experience shows that the technologist (i.e., the DISA) must completely control the
construction of an integrated information infrastructure. The functional manager pays the cost,
and the technologist routinely demonstrates, through fee-for-service and quantifiable perfor-
mance measures, that the infrastructure is efficiently meeting IT needs. These controls permit
the DISA to build in safeguards to minimize risk to implementation; ensure the transition is
transparent to users who are assured uninterrupted services and interoperability; minimize
personnel turbulence; and create an environmens where resources, equipment, and people can be
best managed and leveraged. Successful companies accomplished the first stage in this order:

1. Realign resources immediately

J Immediately realign IT personnel to establish an organization to centrally manage and
construct the Defense information infrastructure. This causes less turmoil by realigning
personnel only once; thereby, allowing people to know promptly where they stand. It
exposes unnecessary duplication. Also, it permits a synergistic mix of critical skills that
contributes to the efficient and effective management of rcsources. It also stops IT
activity outside of management control.

(3 Provide three to five days of indoctrination into the DISA mission and organization for
personnel realigned to the DISA. These training sessions should focus on how the
changes affect the people, why change is needed, when key events will occur, and how
they can effectively contribute io the change. Establish performance measurement criteria
which include a reward and appraisal system that will encourage tcamwork among
personnel assigned to the DISA, and emphasize employee empowerment at the DISA. Tie




performance incentives to the performance of the infrastructure to ensure responsive and
economical operations.

2. Centralize acquisition of information technology equipment and services

(3 Centralize acquisition activities before taking steps to consolidate, standardize,
automate, or integrate the communications networks and data processing installations
(DPI). This ensures efficient and effective acquisition of IT equipment and software to
implement an integrated infrastructure. Specifically, it reduces procurement leadtime,
allows for the rapid infusion of new technologies, maximizes investments, and prevents
unauthorized acquisitions of duplicative, aonstandard, disparate IT equipment and
software.

3 Establish market research and portfolio analysis capabilities consisting of a dedicated
teamn of financial analysts, engineers, and procurement specialists who stay constantly in
tune witi the customers and the market place to assess and match customer needs with
both the available technology, and the most economical methods of acquiring this
technology based on functional economic analyses. Conduct ongoing technical and
financial evaluations of the market place. Continually test and evaluate current products.
Analyze the equipment and software markets and make recommendations, based on
product life cycle analysis, to buy or lease new hardware and software release. Revisit
lease and buy decisions on % monthly basis. Ensure that the infraseructure portfolio
investments are producing savings and assess the impact of changes on previous savings
decisions,

O Influence IT products from industry. A centralized IT acquisition function enhances
the Department’s ability to {everage industry by resulting in larger acquisitions which
emphasize the importance of DoD as a custoiner, and maximu:zes the use of standard
procurement specifications. Where possible, use commercial off-the-shelf and nondevel-
opment item products. This ensures the DoD moves rapidly towards open systems, and
allows for software compliance. Clear standards profiles are ¢ssential.

(O Provide immediate savings through economic quantity orders and reduced contract
overhead which are realigned to provide investments in central network management and
control and DPI management and workload control.

3. Centralize neftwork management and control while concurrently centraliz-
ing DPI management and workload control

7 Ensure nicswork management and control systems are in place, operational, and
integrated to enable the DISA to effectively manage end-to-end (i.e., keyboard to
keyboard) information transfer services. Otherwise, industry experience shows that other
implementation activities such as circuit bundling quickly outpace network operations and
support systcms deployment, and suboptimize efforts to consolidate, standardize,
automaie, and integrate. Establish new, improved methods for real-time network
management to manage the operation of a network of this size and complexity. Advanced
automation is essential to implement real-time control systems. Real-time network




management will provide substantial cost reductions, both by using existing network
resources mor effectively, and by reducing the current manpower intensive aspects of
network management. Such capabilities are important not only for optimum operation,
but are also essential to permit the highly complex network to respond quickly to requests
for reconfiguration, or to recover from damage or destruction. Develop a strategy related
to DPI workload distribution to raximize economies of scale in the processing of
information. Operational efficiency is enhanced by bringing similar and common
applications into the same, larger DPI. Physically collocate network control and DPI
workload control. EDS and GTE are ¢xamples of companies that collocated these
functions.

O Establish an integrated central management capability to include:
a. Technical architecture development and procedurcs for keeping it current.

b. Procedures for managing change in five areas -- technical, time, user require-
ments, geographic, and regulatory/tariff.

¢. Performance management - performance data collection, performance monitor-
ing, traffic management, quality assurance, and network design.

d. Fault management - alarm surveillance, failure localization, trouble desk, quality
assurance tests, backup procedures, and corrective maintenance.

e. Configuration management - service provisioning, status and control, and
installation.

f. Accounting management - collection of usage data.

g. Security management - user authentication, protection from software intrusions,
access control, key management, and audit trails.

h. Procedures for dynamic rerouting of workload.
i. Remote moritoring of workload.

J. Help desk.

B. Improving the effectiveness and efficiency of the infrastructure - Part I1

Once the above controls are established under the first stage, the DISA can focus on steps
to achieve steady cost reductions, and generate savings (a portion of which-can be realigned to
support investments in modernizing the infrastructure). Successful companies accomplished the
second stage in this order:




1. Consolidate networks and DPIs

| O Consolidate the infrastructure to provide fewer communication problems, less

| duplicative effort and overhead, and more efficient use of resources, hardware, and
people. This is the first step towards maximum efficiency in the use of DoD’s communi-
cations and computing resources. This step involves consolidation of over 1(¥) indepen-
dent, long haul DoD networks into a single common-user transmission network,
Consolidate individual circuits into a T-1/T-3 network for DoD-wide use and capitalize on
the DoD Components’ dedicated circuit bundiing efforts. For DPIs, this step reduces or
¢ eliminates the mainframe and minicomputer sites ignored under DMRD 924, and migrates
the 43 centers created under DMRD 924 to 10 - 30 DoD megacenters. Configure each
megacenter io provide at least 600 MIPS of capacity. Address capacity planning issues
early in the planning process. Quantify and evaluate the basic workload currently being
processed, the forecasted future workload, the forecast of new application systems, and

% any other changes foreseen. Consolidation leads to standardization of the operating
environment. Examples of the criteria that might be used to select megacenters are:

a. Protected and certified to have superior security and backup power.

b. Education and training capability.

- 2

¢. Superior quality of life.

d. Seasoned, top caliber personnel.
e. On garrison (physical security).
f. Existing site.

g. Expandabie to 100,000 sq. ft..

. -' h. Dual independent power supply source.
S i. Backup and disaster recovery capability.

4 j- On Level I and II fiber optics.

2. Standardize networks and DPIs

|

i (0 Make maximum use of standardized practices, procedures, and procurement specifica-
. tions, once the infrastructure is consolidated. Reduced administrative costs, reduced
implementation time frames, and uniform network and DPI technical capabilities are the
benefits of this step. Also, adhere to current and future national and international
standards to facilitate enterprisewide processing, interconnection, and communication.




3. Automate networks and DPIs

O Automate organizational support systems such as service order processing, complaint
management and follow-up, billing, equipment and circuit inventory, business analysis
planning, performance trending, cost management, and plant optimization. Achieve
efficiencies through the introduction of automation in the DPI environment to include
“lights out" operations, console automation systems, cassette library management, job
scheduling systems, and job balancing systems.

4. Integrate networks and DPIs

() Eliminate real demarcations {(where technical solutions are lashed up) between
networks and processing to provide the end-to-end connectivit ’ necessary to support the
transmission and reception of information through an ubiquitous gicbal network.
Increasing distribution of computer power (by the year 2000, 95% of MIPS will have
migrated to desktops and megaceniers will host the data servers) creates a design need for
networks that are highly meshed, providing user-to-user connectivity. Practically
speaking, there is only one network, and LAN, MAN, WAN subnets (both logical and
physical) are all part of the same network, an enterprise network.

C. Information Security, Standards, and Education and Training

Information security, standards, and education and training are essential to the complete-
ness of the Defense information infrastructure. These three elements should be viewed as an
integral part of the above steps ( e.g., security must be designed into networks and DPIs), rather
than as separate and distinct entities onto themselves.

1. Information security

This is a major area where Defense requirements exceed those of industry. Increases in
the amount of information and data, as well as in the numbers and configurations of communica-
tions and computer systems, provide increased accessibility, expanded opportunities for
exploitation, and proportional increases in potential benefits to the exploiter. The level of
sophistication of attacks will steadily improve against both communications and computer
systems. Network and computer systems are vulnerable to internal as well as cxternal tureats,
including viruses and other sophisticated techniques. Those seeking to exploit information
systems, which inciude not only external threats such as hackers and other unauthorized users,
but internal "authorized" sources as well, pose a formidable challenge. These adversaries have
become not only more sophisticated in their methods of exploitation, but also more aggressive in
their attempts to steal, manipulate, and destioy data.

Therefore, specific actions for security improvement by the DISA must include: (1)
establishing a top-down determination of which information needs protection and the extent of
protection needed as part of the overall architecture, (2) improving managemeni oversight,
feview, execution, and cross-discipline analysis of counterintelligence and security countermea-
sures, especially as a part of the network management step, (3) establishing mechanisms to
ensure appropriate information security policics are implemented as part of all corporate
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information management architectures, networks, and systems, and (4) improving security and
counterintelligence awareness and training among DoD functional managers and supervisors.
Security should be considered during design and acquisition, and policed through network
conuol. The DISA should develop a program which addresses:

(3 Security policy analysis. Define, coordinate, and recommend a comprehensive and
coherent information systems security policy for defense information systems that is
consistent with national level policies.

(J Security architecture. Define, coordinate, issue, and maintain detense information
systems security architectures based on a comprehiensive assessment of threat, vulnerabil-
ity, and risk faced by information systems together with a cost and performance analyses
of systems alternatives.

(3 Security standards and protocols. Review, coordinate, and recommend information
systems security standards and protocols for effective interconnection of information
systems in accordance with the defense information systems security architecture.
Accelerate development of security standards which will promote security integraiion,
interoperability, and data sharing among systems.

3 Security evaluation, cextification, and accreditation procedures. Review, coordinate,
and recommend security evaluation, certification, and accreditation procedures for defense
information syst.ms. Assess security certification and accreditation standards, guidelines
and directives, and propose revisions as necded.

(O Security technology. Define information security technology to instantiate the defense
information systems security architecture, and identify resources necessary to provide this
technology. This includes identification of common security requirements that may
require government-unique development of security products.

(O Transition plan. Define, coordinate, and maintain a master transition plan to take DoD
to full implementation of the defense information systems security architecture.

O Ceordination and cooperation. Improve coordination and cooperation among

organizations developing, implementing, and operating defense automated information
systems and networks.

O Security products and security focus. Provide a focused and ccherent view of defense

information systems security needs to vendors of information systems products and
services.

2. IT standards

The thrust of this effort is to accelerate the transition to commercial and Federal
Information Processing Standards. The DISA’s Center for Standards serves as the mechanism -
for adopting, developing, specifying, certifying and enforcing standards, DoD-wide, and it must
work closely with the DISA’s acquisition function. The categories - command, control and
communicatior- systems that are integrally designed into weapon systems; IT resources dedicated




to strategic and tactical command, control, and intelligence missions; and wargaming - arc
subject to information technology standards. The Center must develop:

O3 A consistent set of community and domain specific standards profiles.

O Standards and standards profile support. This will inciude standards reference
documents, standards guidance documents, and assistance in profile development.

|
|

wi O A standards activity coordination process.
| A standards issue resolution process.

(3 The capability to enforce standards. Standards, without an enforcement process, are
not sufficient to achicve a world class, protected, seamless, and transparent information
infrastructure as decumented in lessons lcamned by the Joint Staff and industry. To
enforce standards, the DISA must have control of acquisition, network and configur.
control, and overall architecture and design integrity.

In addition, the Center must cocidinate profiles across the DoD, certify profiles, identify
standards needs, and ensure appropriate standards are available.

3. Education and training

l New skills, innovative career development, and state-of-the-art education and training (in
| terms of bota content and development) are key to bringing about the improvements in human
| performance needed to support implementation of the IT components described above. Career
! development must weave in leadership, business management, and customer focus education as
! well as technical skills training. Education and training are essential to ensuring that people can
| perform well, that they can work together effectively, and that their skills are state of the art.
i Implementation of these goals will provide the DoD with a technically rich, professionally
‘ diverse information systems workforce for the 21st century, The ASD(C3I) will establish an
executive agent to (1) develop specific education and training standards, curriculum, and
delivery systems, and (2) develop civilian IT career paths and certification standards and
programs. The agent will manage all IT education and training organizations. The executive

: agent will oversee the execution of the IT education and career path/certifice¢ion programs.
I Responsibilities include:

(3 Develop a comprehensive DoD-wide IT technical and managerial education and
training plan;

(O Ensure a coordinated IT technical and managerial curriculum is available to DoD
users;

g (3 Oversee development of needed IT courses;

! O Deliver or manage the delivery of associated education and training:




3 Serve as the IT technical and managerial education and training “clearinghouse" for the
Department;

T Develop an IRM certification program; and

(3 Ensure training excrcises adequately stress communications and computing systems
and personnel, and that IT education and training shortfalls are incorporated into future
courses.

D. Central Design Activities

Implementation of the above sieps will resuit in a fully integrated, protected enterprise
level computing and communications infrastructure. In addition, the DISA must address system
development resources at central design activities (CDA) to leverage technical and application
arca expertise in support of the DoD’s business activities. Although CDAs are not on the critical
path for establishing the integrated computing and communications infrastructure, they are a key
element for achieving savings and improving the quality of applications. Industry began the
consolidation of applications afier the physical infrastructure was in place. Companies are now
in the database creation stage, the first step to = distributed architecture. With DMRD 925, the
DoD has already begun the standardization oy applications.

Functional proponents are responsible for determining information requirements, whiie
the DISA manages and operates the CDAs to ensure they effectively accommodate these
requirements. Industry experience shows that consoiidation of CDAs results in significant
improvements in efficiency, effectiveness, and quality. Consolidation of application develop-
ment resources is pursued concurrent with steps to implement the computing and communica-
tions infrastructure. Initially, decisions are made relative to the structure of CDAs and system
integration activities organization. Centers of expertise are formed around critical application
system development skilis as a resource for all of DoD. Some of these centers focus on specific
business areas and multi-business areas, others on particular technology as applied to business
areas, and still others on key development support skiils, ¢.g., CASE tool assessment. This
approach helps significantly in managing emerging technologies by providing a focal point for
the DISA, and enabling the building of critical mass of scarce expertise in emerging fields.

1. Organize CDA resources

O Develop a master CDA plan in conjunction with the Principal Staff Assistants (PSAs)
to carefuily structure consolidated CDA organizations to ensure that they effectively serve
the DoD’s needs. Identify t..e balance between the various organizational considerations
(funciion, business area, geography, emerging technology, centers of expertise) that
provides the best mix to optimize the management of CDAs.

2. Consolidate CDAs

3 Stage CDA consolidations incrementally to ensure continuity of operations. Consoli-
date several of the largest CDAs first. They provide the best opportunities for eliminating




redundancy and improving effectiveness. In addition, this provides some important
learning, and sets the stage for subsequent consolidations.

3. Standardize CDAs

(3 Work with the PSAs through the corporate information management process to focus
CDA cfforts on system integration and standard software applications. Ifaving people
who are working on similar systems for different customers in the same environment
helps drive toward commonization.

4. Automate CDAs

(J Improve the quality of applications by implementing automated tools such as an
Integrated Computer Assisted Software Engineering tool set. Indusuy has shown a

_ factor-of-ten improvernent in software reliability and maintainability using such tools.

i This is essential for achieving massive reductions in software costs. Establish widespread
networking of workstations so that scveral system analysts can work together on different

components of a large project. Establish an on-line library of reusable code, designs, and
specifications.

|
! 5. Integrate CDAs
|

O Work with the PSAs to migrate functionral CDAs towards business areas on the basis
of a DoD enterprise architecture. CDA support should be by business area with the
CDAs’ responsible for systems integration.
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V. FINANCING STRATEGIES

The DISA information infrastructure will operate on a fee-for-service basis under the
Information Services business area of the Defense Business Operatons Fund (DBOF).
Customers retain funding for IT services and products within their budgets. They establish
requirements, and are charged by the DISA on a legible monthly basis (i.e., like a phone bill) for
the cost of services and products, provided through the DISA’s stabilized rate structure. The bill
covers all charges to include infrastructure investments, which wili be depreciated, and
overhead. The DISA incurs costs based on infrastructure needs to support customer orders. The
DISA is responsible for producing quality IT products and services which satisfy customer
requirements at the lowest cost.

Fee-for-service is a vitaily important concept for several reasons. It establishes
accountability for both customers and the DISA. With fee-for-service, the customer, whose
program the DISA supports, is responsiblc and accountable for the products of that support.
When customers are accountable for IT costs, they can make valuve judgments regarding the use
of these services. If IT services are provided at zero cost to custemers, infinite resources are
consumed, and noncritical requirements have the sarae priorities as critical requirements. If the
DISA mus: earn revenue for service, the DISA has to monitor their costs closely. Costs will be
carefully scrutinized by customers. It is the DISA’s responsibility to broker work to the most
capable, high performing suppliers. Those suppliers who do not operate efficiently will lose
customers, and face decreasing levels of business activity. This linkage between IT costs to
customer funding ensures continuous communication between the customer and the DISA.
Additionally, the DISA managers can identify cost drivers, and focus their management
improvement efforts accordingly.

Direct funding remains in the customer budgets, and customers justify I'T workload and
expenditures, as part of their business operations, through their normal budget process. The
DISA consolidates approved workloads, and determines the information resources needed o
supply the projected capability. The DISA will set and justify rates based on the capacity
needed to support projected workload and traffic. The focus of the DISA’s justification is to
ensure that the estimate for total information resources is appropriate. This places the burden of
justifying IT expenditures on the customers, and the burden of satisfying the cost of those
requirernents on the DISA,

Through fee-for-service and the DBOF, the DISA achieves a business relationship with its
customers. The fund expands the availability of busincss management information, and provides
a structure that supports the cusiomer-provider relationship. This business management
structure encourages the DISA managers and eraployees to provice quality IT products and
services at the lowest cost. Otherwise, the DISA may not be responsive to customer needs.
Managing to total cost provides increased flexibility to both DISA customers and the DISA
itself. Customers have tte visibility of the true costs of their IT requirements, so that effective
trade-off decisions can be 11ade between information processing costs and their business value.
The DISA, on the other hand, has visibility of its tota! costs in satisfying customer requirements
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so that processes used in producing IT products or providing IT services can be evaluated, and
continuous productivity improvements and efficiencies implemented. In addition, the DISA
improves its capacity management ‘hrough alternative pricing options (e.g., peak load pricing,
response time options, etc.) to influence customer behavior.

Under the concept of operations, the DISA provides an immense range of services on an
unparaileled scale. There has never been an IT organization in the Department that has provided
a comparable array of services on a fee-for-service basis. Although this greatly increases the
complexity of the rate structure, rates must be cstablished quickly, and their price must be based
on an accurate relation of activities to products and services. Rates must be based on cutputs
which are in understandable workload units. This is imperative to encourage smart decision
making by customers. Customers cannot become accountable if they have to translate IT costs
i:to the management information for which they receive value. Through rates, customers are:
(1) made aware of the full cost of IT services provided to them, (2) made responsible for the
cost of the services they use, and (3) motivated to make decisions about the use of IT services on
the basis of their cost. Rates become a performance incentive for customers and the DISA.
Incorrect pricing resulis in poor decisions that could be disastrous for the Department; thus, the
DISA regulatory board (Rate Management Council) that oversees these rates must include
customer representatives.

The DBOF provides the framework for evaluating DISA investment requirements in terms
of operational cost. For example, if a DISA manager determines that an investment helps
achieve long-term lower costs, there is more of an incentive to make that investment. All IT
capital investments are included in a capital budget and depreciated. The depreciation costs then
become part of the DISA rate structure to provide an IT product or service. Benefits are realized
from IT capital investments, either through efficiencies or reduced costs. These benefits are then
reflected in the cost of operations. Reduced production costs for the DISA translate to reduced
prices for the customer, thereby enabling the Department to more effectively accomp*isit its
mission within available resources.

The DISA capital budget includes IT equipment and software assets (including security
investments) used by the DISA to provide communication and computing services. In addition,
the DISA will provide equipment such as workstations ¢n a Iease basis. Funding for the
development, manufacture, or procurement of IT capital assets for a DBOF customer of the
DISA will be provided by the customer, and will be reflected ia the customer’s capital budget.
If an IT asset is procured by the DISA in support of one or more DBOF business areas, it shall
be capitalized on a pro rata basis in the financial records of each business area and depreciated
over the approved life cycle of the item.




